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1- Downl oaldat et ver sion

MonitorPack Guard

Download page herhttps://www.monitorpack.com/startmonitorpackguarden.php

MonitorPack Asset

Download page herhttps://www.monitorpack.com/startmonitorpackasseten.php

On which types of machines

MonitorPack Guard can be installed on:

- Windows 2000 Workstation all versions.

- Windows 200@erver all versions.

- Windows XP all versions.

- Windows Vista all versions.

-Windows 7, 8, 9 & 10 all versions.

- Windows 2003, 2008, 2012 & 2016 server all versions.

2-Check the presence of Framewor k

Why

From Windows 8.x versions for workstatioasd from Windows 2012 for servers, Framework 3.5 is
no longer installed by default, so it must be installed manually or deployed by GPO according to the
tools available in your infrastructure.

Where

On each server or workstations or MonitorPack Guardbailinstalled.
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How to

Select "Programs and Features" in "Control Panel"

» Control Panel » All Control Panel ltems » v c.| [ Search Control Panel Bl

Adjust your computer's settings Viewby: Largeicons ¥

Administrative Tools AutoPlay ﬂ Color Management

‘P Action Center

Credential Manager

Date and Time

Default Programs g Device Manager

Display @ Ease of Access Center r Folder Options

ﬁgf Devices and Printers

h Fonts Internet Options iSCSl Initiator «%» Keyboard
ﬁ Language Mouse 5'*.: Esrt‘:;?rk and sharing Notification Area lcons
@ Phone and Modem Power Options m Programs and Features i Region

<llg RemoteApp and Desktop 2 P
Connections Sound @l System Taskbar and Navigation
Qﬁ Text to Speech Troubleshooting a User Accounts ‘ Windows Firewall
@ windows Update

Select "Enable or disable Windows features"

®© - 1 ‘ﬂ + Control Panel » All Control Panel ltems b Programs and Features v o ‘ [ seerch Programs and Features 2 |
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
& Turn Windows features on or

ol Organize - @
Name - Publisher Installed On  Size Version ]
B Microsoft SQL Server 2002 Setup Support Files Microsoft Cerperation 7/10/2015 389MB 10.1.2731.0
5 Microsoft SOL Server 2012 (64-bit) Microsoft Corporation 7/10/2015
E Microsoft SQL Server 2012 Data-Tier App Framework Microsoft Corporation 7/10/2015 794MB  11.0.2100.60 —
B Microsoft SQL Server 2012 Management Objects Microsoft Cerperation 7/10/2015 143MB  11.0.2100.60
[ Microsoft SOL Server 2012 Management Objects (x64) Microsoft Corporation 771072015 233MB  11.02100.60
B Microsoft SOL Server 2012 Native Client Microsoft Cerperation 7/10/2015 7.22MB  11.0.2100.60
B Microsoft SOL Server 2012 Setup (English) Microsoft Cerperation 7/10/2015 42.6MB  11.0.2100.60
5 Microsoft SOL Server 2012 Transact-SQL Compiler Service Microsoft Corporation 7/10/2015 848MB  11.02100.60 =
B Microsoft SQL Server 2012 Transact-S0L ScriptDem Microsoft Cerperation 7/10/2015 433MB  11.0.2100.60
E Microsoft SOL Server 2012 T-SQL Language Service Microsoft Corporation 7/10/2015 613MB  11.0.2100.60
(7 Microsoft SQL Server Compact 3.5 ENU Microsoft Corporation 12/4/2016 269MB  3.5.5386.0
ﬂ Microsoft SQL Server Data Teols - Database Projects — Web installer entry point - Microsoft Corporation 7/10/2015 201K 10.3.20116.0
|5 Microsoft SQL Server System CLR Types Microsoft Corporation 771072015 253MB  10.51.2500.0 m
[ Microsoft System CLR Types for SOL Server 2012 Microsoft Corporation 771072015 115MB  11.0.2100.60
B Microsoft System CLR Types for SQL Server 2012 (x64) Microsoft Cerperation 7/10/2015 1.76MB  11.0.2100.60
[87] Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 Microsoft Corporation 1772014 132MB  9.0.30729.6161
[ Microsoft Visual C++ 2008 Redistributable - x85 9.0.30723.4148 Microsoft Corporation 11/7/2014 101MB  9.0.30729.4142
[ Microsoft Visual C++ 2008 Redistributable - x36 9.0.30729.4974 Microsoft Cerperation 7/10/2015 10.1MB  9.0.30729.4974
[87] Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 Microsoft Corporation 1772017 878MB  9.0.30729.6161
[ Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 Microsoft Cerperation 7/10/2015 13.8MB  10.040219
[ Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 Microsoft Cerperation 7/10/2015 11.1MB  10.040219 z

& Currently installed programs Total size: 2.01 GB
h& 44 programs installed

Select ".NET Framework 3.5 (includes .NET 2.0 and 3.0)", do not check the sub options.
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= Add Roles and Features Wizard - | o [T

DESTINATION SERVER
Select features mDaBAFEA
Before You Begin Select one or more features to install on the selected senver,
Installation Type Features Description
Server 52lection [~ i
> NET Fram k 3.5 Features (Installed) ~ NET Framework 3.5 combines the
Server Roles - — - power of the NET Framework 2.0
| .NET Framew , | APls with new technologies for
B building applications that offer
appealing user interfaces, protect
 — your customers' personal identity
L information, enable seamless and
b [] Background Intelligent Transfer Service (BITS) secure communication, and provide
[ BitLocker Drive Encryption the .ablhty to model a range of
) business processes.
[ BitLocker Netwark Unlock
[] BranchCache
[ Client for NFS
[[] Data Center Bridging
[[] Direct Play
[] Enhanced Storage
[] Failover Clustering
— - - . W

<| mn | >

< Previous Mext > Install Cancel

Accept the update

Restart the P©r server

3-Il nstM@aInli t or Pack Guard

How to

- Run the MonitorPack Guard.msi file

- Acceptrequessfrom SmartScreen

Windows SmartScreen can't be reached right now

/our Internet connection. W s SmartScreen is unreachable and can't help you decide if
is toru

Publisher: Unknown Publisher

App: MonitorPack_Guard.msi
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Install MonitorPack Guard by thilt.

15 MonitorPack Guard Setup - >

MonitorPack Guard has been
successfully installed.

Click the Finish buttan to exit thiz installation.

< Back Cancel

4- DatBEaxeut iIPowent i on

What

Since Windows 7 & Server 2003 SP1, Data Execution Preventions(BEBgurity feature
that helps prevent damage from viruses and other security threats by monitoring your
programs to ensure they use system memory safely. It also blockMiensoft products
that run on the machine.

Why

To allow noAMicrosoftexecutables to run locally.

When

Whenyou installMonitorPack Guard or MonitorPack Asset on a Windows machine.

Where
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On the Windows machine where MonitorPack Guard & MonitorPack Asset will be installed.

How to

1 Mehod1

1. Select Start > Control Panel.

2. Click System Security.

3. Click Advanced System Settings. The System Properties dialog box appears.
4. Click the "Advanced" tab.

5. Click the Settings button. The Performance Options dialog box appears.

6. Click the Data Execution Prevention tab.

Add these executables to the list of exceptions:

For MonitorPack Guard

w a2y7\u2NlIC)1Dd NRPSES
w a2yAiliz2NI | O19y3aIAySoSES
w a2yAli2NI I O1/ 2yiNRtf ®SES

For MonitorPack Asset
w az2yAli2NIIl O1! 4aSGpPSES

7. Make sure the Enable DEP button for Windows Essential ProgramsraingSes selected.
8. Click OK twice.

Note: If your hardware does not support DEP, you may not have this tab in the Performance
Options dialog box. You can cancel the procedure now and continue with the installation
instructions.

1 Mehod2

Or simply select "Enable Data Execution Prevention for Windows programs and services only."
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=

System

®©

= 4 [ » ControlPanel » Al Control Panel tems » System

v o‘ [ search Control Pane!

]

Centrol Panel Home

) Device Manager
& Remote settings

B Advanced system settings

Seealso
Action Center
Windows Update

View basic information about your computer

Windows edition

‘Windows Server 2012 R2 Datacenter

© 2013 Microsoft Corporation. All rights reserved.

BR. Windows Server2012 R2

System

System Properties

Processor:

| Computer Name | Hardwars | Advanced | Remote

In
Installed memery (RAM): 44
System type: =
Pen and Touch: N
Computer name, domain, and wo
Computer name: vr
Full computer name: vr
Computer description:

Workgroup: w
Windows activation
Windows is activated Read th

Product ID: 00253-40070-3714;

You must be logged on as an

Performance

Visual effects, processor sched

User Profiles

Desktop settings related to youj

Startup and Recovery

System startup. system failure.

threats. How does it work#

Visual Effects | Advanced | Data Execution Prevention

Data Execution Prevention (DEP} helps protect
against damage from viruses and other security

only

(@® Turn on DEP for essential Windows programs and services [

select:

() Turn on DEP for all programs and services except those T

Wh e n

UAaCc tiisv e

B Change settings

Change product key

When

After installing MonitorPack Guard or MonitorPack Asset

What

Microsoft changed the security, with the UAC at the maximum level:

Choose when to be notified about changes to your computer
User Account Control helps prevent potentially harmful programs frem making changes to your computer.
Tell me more about User Account Control settings
Always notify
-Ca- Always notify me when:
T T
®  Apps try to install software or make changes to my
computer
- - * | make changes to Windows settings
© Recommended if you routinely install new software
- - and visit unfamiliar websites,
Never notify

Getting_Started_-au®.3.dox
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Once MonitorPack is installed, you must either reduce the UAC security level to "Never
warn me," or use the "Run as administrator" option. MonitorPack Guard or MonitorPack

Asset . Otherwise the behavior of MonitorPack Guard willibeorrect
6- Moni tor PacWi Edagwseser vice

What is important to understand:

The Windows MonitorPack Engine service must be used with the account that is monitoring, so
it must be set based on your decision to use Proxy Mode or Agent Mode in either a Workgroup
or an Active Directory forest.

File Action View Help
e rE B BE »uon e

& Computer Management (Local
4 f System Tools

MonitorPackEngine Name Description Status  StarupType  Log On s
b (5 Task Scheduler . =
1] Evert viewsr 4 Message Queuing Provides amessag.. Runnming  Automatic  Network Semvice More Actions
t ] Shared Foldas Stop the service i Microsoft FTP Senvice Ensbles this server... Running  Automatic  Local System
5 5 Local Users snd Groups Fouss the service %, Microsoft i5CS! Initiator Ser... Manages Intemet ... Manual Local System
» ® Performance % Microsoft Software Shadow.. Manages software... Manual Local System More Actions »
& Device Manager ‘. Microsoft Storage Spaces 5... Host senvice for th... Manual Network Service
4 9 Storage Description: itorPackContro ;

MonitorPack Engine
b b Windows Server Backug g

=7 Disk Management 77 Multimedia Class Scheduler Enables relative pri-.. Manual Tocal System

4 Fhe Services and Applications £ MysaL Running  Automatic Local System
1 W}l Internet Information Sel £, NetMsmq Listener Adapter  Receives activatio.. Running  Automatic Network Service L

b [ Routing and Remate Ad ©J MetPipe Listener Adapter  Receivesactivatio.. Running  Automatic Local Service
. Senvices MetTep Listener Adapter  Receives activatio..  Running  Automatic Local Service N
@ WMI Control " Net.Tep Port Sharing Service  Provides abilityto... Running  Automatic Local Service -

b & QL Server Configuratic| £, Netlogon Maintains a secure... Manual Local System
b L& Message Queuing %, Metwork Access Protection .. The Network Acce.. Manual Network Service !

2, Network Connections Manages objectsi... Manual Local System

£ Network Connectivity Assis... Provides DirectAcc... Manual (Trig... Local System

£ Metwork List Service Identifies the netw... Running  Manual Local Service

£ Network Location Awareness  Collects and stores... Running  Automatic Network Service

£/, Network Store Interface Ser... This service deliver... Running  Automatic Local Service

£, Optimize drives Helps the compt... Manual Local System

<, Performance Counter DLL ... Enables remote us... Manual Local Service

, Performance Logs & Alerts  Performance Logs .. Manual Local Service

2, Plug and Play Enzbles 2 comput.. Running  Mznual Local System

£, Portable Device Enumerator... Enforces group pe.. Manual (Trig... Local System

i Power Manages power p.. Running  Automatic Local System

£, Print Spooler This service spools... Running  Automatic Local System
21, Printer Extensions and Notif... This service opens ... Manual Local System v

~
v

Extended / Standard /

By default, after installation, the system service account is the account that will run the
metrics queries offrom the local machine.
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| General | Log On | Recovery I Dependencies |

Log on as:

(® Local System account
[] Allow service to interact with desktop

() This account: |

Paszwond: |

Confirn pazsword: |

6.1 MonitorPack Guard agent mode

Install MonitorPack Guard and / or MonitorPack Asset by default, the MonitorPackeEngi
Windows service account (which is the account that collects supervisory metrics) will be the
machine's "Local System" account (which has local administrator rights) of the machine).

In this configuration you install MonitorPack Guard on all serversveorétstations that you
want to supervise

6.2 MonitorPack Guard proxy mode

Installed on a single machine that will also control other machines and remote devices (no
installation on supervised remote machines)

You will install MonitorPack in Proxyiode (on a single machinef)you want to monitor the
machine or you install MonitorPack but also monitor remote machines and devices from this
machine, without instding MonitorPack Guard (sebttps://www.monitorpack.com/help
en.php?page=hehken/archi_workgroup.phg® https://www.monitorpack.com/help
en.php?page=hp-en/archi_forest active directory.php

7- DeplMonit or PacrikaV@®urakrgdr oiu p
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7.1

w .2dz Oly OK2248 (2 Ayadltt az2yAd2Ntl O] Ddz

5

and use the svc_MonitorPack account for the Windows "MonitorPack Engine" service.

w 2dz Oly |faz2 Ayaidlftt az2yAld2Nil Ol Ddz NR 2

5

default local system account for the Windows "MonitorPack Engine" service.

Create service account MonitorPack Guard

In Workgroup, create a dedicated service accoontiionitoring and inventorying your
infrastructure named "svc_monitorpack” and identical on each Workgroup machine using the
script below.

How to

Set your password in red in the script according to your criteria, create a file named
"MonitorPack__ Service osount_in_Workgroup.bat" and run it on each machine you want to
monitor or inventory with local administrator rights, (this script applies to Windows 7, 8, 8.1,
10 and Windows server 2012, 2014 & 2016 in workgroup) and copy / paste this:

ON ERROR RESUNMEXT

Set WshShell = WScript.CreateObject("WScript.Shell")
If WScript.Arguments.Length = 0 Then
Set ObjShell = CreateObject("Shell.Application™)
ObjShell.ShellExecute "wscript.exe" _
, """ & WScript.ScriptFullName & """ RunAsAdministrator'tunas”, 1
WScript.Quit
End if

Const ADS_UF_DONT_EXPIRE_PASSWD = &h10000
strComputer ="."

Set colAccounts = GetObject("WInNT://" & strComputer & ",computer")
Set objUser = colAccounts.Create("user"”, "svc_MonitorPack")
objUser.SetPassword/btre Passwordti’

objUser.Put "fullname", "svc_MonitorPack"

objUser.Put "description”, "MonitorPack Service Account for MonitorPack supervision”
objPasswordExpirationFlag = ADS_UF_DONT_EXPIRE_PASSWD

objUser.Put "userFlags", objPasswordExpirationFlag

objUser.SetInfo

WScript.Echo "MonitorPack service account created ..."
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'‘Create local account othe currentmachineonly

'Return = objGroup.Add(objUser.ADsPath)

Set wshShell = WScript.CreateObjetScript.Shell" )

strComputer = wshShell.ExpandEnvironmentStrings( "% COMPUTERNAME%" ) ' must be
Netbios name

WScript.Echo "svc_MonitorPack service accoutitbe added in requested localk
strComputer &" groups, wait ..."

" User svc_MonitorPack

'‘Addingthe new createdlocal user in local grougmly

wrrrrrrrrrrrrrrrrrrrrrrrrrrErrCCTCCIICLILLTT

Set objGroup = GetObject("WInNT:& strComputer & "/Uses,group")
Set objUser = GetObject("WInNT://" & strComputer & "/svc_MonitorPack,yiser
objGroup.Add(objUser.ADsPath)

Set objGroup = GetObject("WINNT:&'strComputer & "/Administratcs,group")
Set objUser = GetObject("WInNT://" & strComputer & "/svc_MonitorPack,user")
objGroup.Add(objUser.ADsPath)

Set objGroup = GetObject("WInNT://"s&rComputer & "/Performance Monitor
Usersgroup™)

Set objUser = GetObject("WInNNT://" & strComputer & "/svc_MonitorPack,user")

objGroup.Add(objUser.ADsPath)

Set objGroup = GetObject("WIinNT://" & strComputer &P&rformance Log Usegsoup”)
Set objUser etObject("WInNT://" & strComputer & "/svc_MonitorPack,user")
objGroup.Add(objUser.ADsPath)

WScript.Echo "svc_MonitorPack service accamneated andadded in local groups
completed”

Set WshShell = Nothing

Where

Run this script on each machine in your Workgrthgt you are going to supervise
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7.2

7.3

Link service account to Windows service MonitorPack Engine

Why

The Windows "MonitorPack Engine" service is used by the MonitorPack Guard application to
run measuremengueries from local or remote computers from a MonitorPack Guard
machine, so the service runs without any current sessions needed.

How to

1. On the MonitorPack machine, run services.msc

2. In the right tab, doublelick the "MonitorPack Engine" service

3. Select the Connection tab.

4. Click the Browse button and select the local "svc_monitorpack™ account that has
administrator rights on all the servers and workstations you will be monitoring.

5. Start Windows Services for MonitorPack "MonitorPack Enging™slionitorPack Control",
(when you install MonitorPack Guard, Windows Services will not boot by default during
installation).

UAC Microsoft registry key update

Why

Local Administrator accounts other than the baiiltAdministrator account may not be

allowed to remotely manage a server, even if Remote Management is enabled. The remote
user account (UAC) control's LocalAccountTokenFilterPolicy registry setting must be
configured to allow local accounts in the Administrators group other than the-iouilt
administrator account to manage the server remotely.

How to

Method 1

Run cmd as administrator

Copy / paste this command in the Cmd window and press enter
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regadd HKLMSOFTWARHMIcrosoft Windows CurrentVersiokPolicie§system /v
LocalAccountTokenFilterPolicy /t REG_DWORD /d 1 /f

BH Administrateur: Invite de commandes - O X

sion\Polici

The command executes and the registry key is created

;]
Fichier Edition Affichage Favors
M : Systermn “ || Nom Type Données
: : - Audit || ab] tnar défs ut) REG_SZ (valeur non définie)
Medifier la valeur DWORD 32 bits > PromptBehaviorAdmin REG_DWORD CecD0O00DD0 (0)
PromptBehaviorlser REG_DWORD CheDDOOO0DD3 (3)
e B e laylastusername REG_DWORD (00000000 (0]
|LocalAccount TokenFiterPolicy mationHostEnabled REG_DWORD 0x00D00002 (2)
Données de la valeur Base ursorSuppression REG_DWORD 000000001 (1)
| | (®) Hexadécimale stallerDetection REG_DWORD 000000001 (1)
() Décimale A REG_DWORD 00000001 (1)
curel|APaths REG_DWORD 00000001 (1)
Anmuler ADesktopToggle REG_DWORD 00000000 (0)
rtualization REG_DWORD Oec0DO00D00 (0)
Search || ab]legalnoticecaption REG_SZ
SecondaryAuthFactor ab|legalnoticetext REG_SZ
SecureAssessment 3| LocalAccountTokenFilterPolicy REG_DWORD (00000001 (1)
Security and Maintenance 4| PromptOnSecureDesktop REG_DWORD Ox00000000 (0)
SettingSync 7| scforceoption REG_DWORD 0500000000 (D)
Setup fis| shutdownwithoutlogon REG_DWORD CheDOOOODODT (1)
SharedAccess 24 undockwithoutlogon REG_DWORD 000000001 (1)
sharedDLLs %4 ValidateAdminCodeSignatures REG_DWORD Ox00000000 (D)
SharedPC v
< > < >

Ordinateur\ HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion'\Policies\ System

Where

Run this script on each machine in your Workgroup that you argggoi supervise.
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7.4 Allow WMI requests from MonitorPack Guard machine

The following procedure requires knowledge of the use of users, Active Directory computers,
and Goup Policy administrative toals

What

The local machine GPO or MonitorPack Guard isnstélled, must allow the IP address of
the machine (s) on which MonitorPack Guard and MonitorPack Asset are installed

Why

Microsoft security allows the WMI request only from computers that are expressly declared
with the "Allow Inbound Remoté@dministration Exception” rights, which ensures

Where

On all machines in the workgroup that you are going to monitor from the station where
MonitorPack Guard is installed

How to

1. Make sure that the Windows service account (svc_monitorpack) used dfitieows
MonitorPack Guard machine has local administrator rights on the target machines to be
monitored (performed by the script when creating the account).

2. Allow remote administration on target computers as follows:
Enable "Allow Remote Inbound Adnstration” on target computers by using gpedit.exe on
each remote machine to be monitored
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] »

Parametre Etat Comme;

(1]
&> | Paramétres du logiciel
&[] Paramétres Windows
4[] Medéles d'administration
&[] Composants Windows
] Imprimantes
&> (] Panneau de configuration
a ] Réseau
1> [ Activer les services réseau pair 3 pair Microsoft

|i£] Pare-feu Windows : autoriser les exceptions de programmes locaux Non configuré No|
Pare-feu Windows : définir les exceptions des programmes en entrée Non configuré No|
Pare-feu Windows : protéger toutes les connexions réseau Non configuré No|
[i£] Pare-feu Windows : n'autoriser sucune exception Non configuré No|
[i£] Pare-feu Windows : autoriser I'exception de partage de fichiers entrants et d'imprimantes  Non configuré No|
[i£] Pare-feu Windows : autoriser les exceptions ICMP Non configuré No|
Pare-feu Windows : autoriser la journalisation Non configuré No|
Pare-feu Windows : empécher les notifications Non configuré No|

[ BranchCache Pare-feu Windows : autoriser les exceptions de ports locaux Non configuré No|

7 Client DNS i2] Pare-feu Windows : définir les exceptions de ports entrants Non configuré No|
4[] Connexions réseau Pare-feu Windows : autoriser | exception d administration & distance entrante Acive | e Mo

4 [ Pare-feu Windows Pare-feu Windows : autoriser Ie5 exceptions du Bureau a distance en entrée Non configure Ne|

e [ Profil du domaine |iz] Pare-feu Windows : empécher les réponses de menediffusion pour des requétes de multid...  Non configuré Nol

1 Profil standard |iz] Pare-feu Windows : autoriser les exceptions d'infrastructure UPnP entrante Non configuré No|
(7] Découverte de Iz topalogie de la couche de liaison

(] Fichiers hors connexion
] Indicateur d'état de la connectivité réseau
] Paramétres de configuration SSL

» [] Paramétres TCFIP

- [ Planificateur de paguets QoS
[ Serveur Lanman
[ Service de transfert intelligent en arriére-plan (BITS) < i ’
7] SNMP ~ |, Etendu , Standard

14 paramétre(s)

Run gpedit.exe with an account that has sufficient rights to modify the GPOs

A-Under the Local Computer Policy heading, dowtliek Computer Configuration.

B- Doubleclick Administrative Templates, Network, Network Connections, and then

Windows Firewall.

C- Doubleclick on Standard profile.

D - Click Windows Firewall: "Allow Inbound Remote Administration Exception".

E- In the Action menu, select Properties

F- Click Enable, specify the IP address or IP range of the MonitorPack Guard machine (s), then
click OK.
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- .
on‘lil_‘administrall'un a distance entrante L@Ll

Pare-feu Windows : autoriser I'exception d'administration a distance entrante

’ Paramétre précédent ] ’ Paramétre suivant ]

(©) Men configuré Commentaire: -

@ Activé

|
©) Désactive

Aisen chargesur: Ay minimum Windows XP Professionnel avec Service Pack 2 -
Options : Ajde:
Autoriser les messages entrants non sollicités - Autonsle I'administration & distance de cet ordinateur a l'aide des | =
provenant des adresses IP suivantes : outils d'administration tels que la ;onsole MMC (Microsoft
Management Console) et WMI (Windows Management
]_92,158,1,]_9| e Instrumentation). Dans ce but, le Pare-feu Windows ouvre les Ak
ports TCP 135 et 445, Les services utilisent en général ces ports -
Syntaxe : T = | pour communiquer via les protocoles RPC (Remete Procedure W
\-\ Calls) et DCOM (Distributed Compenent Object Model), En
Entrez « *» pour a . XP Professionnel avec Service Pack 2 au (1
de n'importe quel r Windows Server 2003 avec Service Pack1 au
o Déclarez |'adresse IP du Proxy aramétre de stratégie permet 4 SVCHOST.EXE et
entr?unellsle == Monitorpack cevoir des messages entrants non sollicités ; il
contient nt aux services hébergés d'ouvrir des ports
n'importe quel nomBrE BT COMBIEEoN g Es attribués dynamiquemnent, généralement dans

la plage allant des ports 1024 3 1034, Sur Windows Vista, ce
paramétre de stratégie ne permet pas de contréler les connexions
Adreszes [P, comme 10.0.0.1 a SVCHOST.EXE et LSASS.EXE.

Eléments suivants:

Descriptions de sous-réseau, comme 10.2.3.0/24 Si vous activez de paramétre de stratégie, le Pare-feu Windows

| ] autorisera I'ordinateur a recevoir des messages non sollicités
4 n 3 -

| [ ok ” Annuler ” App\l’quer]

8-DeplMwyni t or PacikihcGtuiawed Df oeesbry

8.1 Create service account for MonitorPack Guard

In Active Directory (dsa.mé#ctive Directory Users and Computers), create a dedicated
service account for monitoring and invemyang your infrastructure named

"svc_monitorpack”. In this wayhe service account can be disabled easily by this single
operation if necessary.

Include his account "svc_monitorpack” in the "Administrators" group of your Active
Directory forest. Starting in Windows 2012, the Active Directory accounts integrated into the
Domain Administrators group of the company do not have the same rights as thanbuilt
native administrator account. Deploy this registry key on theddws machines to be
monitored.

8.2 Link service account to MonitorPack Windows service

Why

The Windows "MonitorPack Engine" service is used by the MonitorPack Guard application to
perform measurement queries on local or remote computers from a MonitorPack Guard
machine, so the service runs without any current sessions required
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How to

1. On the MonitorPack machine, run services.msc

2. In the right tab, doublelick the "MonitorPack Engineérvice

3. Select the Connection tab.

4. Click the Browse button and select the "svc_monitorpack” account that has
administrator rights on all the servers and workstations that you will be monitoring.

5. Start Windows Services for MonitorPack "MonitorP&ngine" and "MonitorPack
Control". When you install MonitorPack Guard, Windows services do not start by default
during installation.

8.3 Servers remote management

What

Local administrator accounts other than the buaiitAdministrator account may not be allowed to
remotely manage a server, even if remote management is enabled. The remote user account (UAC)
control's LocalAccountTokenFilterPolicy registry setting mustdodigured to allow local accounts in

the Administrators group other than the buith administrator account in order to manage the

server remotely.

1 Mehod1

Where

Locally on each machine to supervise, with an account that has enough elevation to run this
PowerShell

How to

Name the script "Monitorpack_Service_Account_rights.ps1”
Copy / paste this script into the fikeMonitorpack_Service_Account_rights.ps1

$registryPath = "HKLMBOFTWARRIcrosoft Windows CurrentVersiokPolicie$system"
$Name = LLocalAccountTokenFilterPolicy"

$value ="1"
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IF(!(TestPath $registryPath))
{
New-ltem -Path $registryPath~orce | OutNull
NewltemProperty-Path $registryPatiName $nameValue $value
-PropertyType DWORIBorce | OutNull}
ELSE {
NewltemProperty-Path $registryPatiName $nameValue $value

-PropetyType DWOREForce | OutNull}

When

Once on each machine if you are in an Active Directory forest.

Note: This way you can enable Remote Management only on the machines ygoirageo
supervise

1 Mehod2

When

Once, when you first install MonitorPack Guard or MonitorPack Asset in an Active Directory forest

How to

1. Log in to the domain controller.

2. Open the Group Policy Management Console by typing gpmartise search box or by
clicking Administrative Tools> Group Policy Management. (Ignore the fact that we already
have a GPO for this in the screenshot below, just run this checklist to create it)
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5 File Action View Window Help

s 2[E Xc H

5, Group Policy Management
A A Forest: monitorpack.local
4 [£4 Domains
4 5 monitorpack.local
i/ Default Domain Policy
I ] Domain Controllers
I (5t Group Policy Objects
I (5 WMI Filters
p [F Starter GPOs
I+ Ca Sites
S‘iﬂ Group Policy Modeling
[ Group Policy Results

Disable UAC
Scope | Details | Settings | Delegation |

Links

Display links in this location: |“MI . K Jocal

The following sites, domaing, and OUs are linked to this GPO:

-

Location Enforced Link Enabled Path
£ monitorpack Jocal No Yes monitorpack local
<] m | [>]
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name -
82 Authenticated Users
| Add... | | Remove | | Properties
WMI Filtering

3. Expand Forest> Domain> Domain_Namghe left navigation for a list of existing GPOs.
Rightclick on the domain name and select Create a GPO in this domain and link it here ...
Name the GPO "Disable UAC" and click OK.

4. The new GPO appears in the list. Ridtak on it and seledEdit ... Expand Computer

Configuration> Policies> Windows Settings> Security Settings> Local Policies> Security

Options

Getting_Started_-au®).3.dox
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File Action

|
é:r Disable UAC [D9BAFEA_DC.MONITORPACK.LOCAL] PDZ Policy - Policy Setting
4 i Computer Configuration Recovery console: Allow automatic administrative logon Not Defined
4 [ Policies Recavery console: Allow floppy copy and access to all drives and all folders Not Defined
b [ Software Settings Shutdown: Allow system to be shut down without having to log on Not Defined
4 [[] Windows Settings Shutdown: Clear virtual memory pagefile Not Defined

p [ Name Resolution Policy
Scripts (Startup/Shutdown)
4 Fh Security Settings

System cryptography: Force strong key protection for user keys stored on the computer Mot Defined
System cryptography: Use FIPS compliant algarithms far encryption, hashing, and signing ~ Not Defined

. g':ﬂ Account Palicies System objects: Require case insensitivity for non-Windows subsystems Mot Defined
4 é Local Policies System objects: Strengthen default permissions of internal system objects (e.g. Symbelic L. Not Defined
b j Audit Policy System settings: Optional subsystems Mot Defined
b j User Rights Assignment System settings: Use Certificate Rules on Windows Executables for Software Restriction Pol.. Not Defined
Afi Security Options i User Account Contral: Admin Approval Mode for the Built-in Administrator account Mot Defined
b Ei Event Log User Account Contrel: Allow UlAccess applications to prompt for elevation without using t... Not Defined
b [ Restricted Groups | er Account Control: Behavior of the elevation prompt for administrators in Admin Appr... Elevate without prompting
b A System Services 2:| User Account Control: Behavior of the elevation prompt for standard users Mot Defined
b TA Registry User Account Contral: Detect application installations and prampt for elevation Mot Defined
b (& File System User Account Control: Only elevate executables that are signed and validated Mot Defined
[ Eﬂ Wired Network (IEEE 802.3) Policies User Account Contrel: Only elevate UlAccess applications that are installed in secure locati... Not Defined
p 7 Windows Firewall with Advanced Seci User Account Contrel: Run all administraters in Admin Approval Mode Mot Defined
(] Network List Manager Policies User Account Contral: Switch to the secure desktop when prompting for elevation Mot Defined
| I 4 éi Wireless Nle'fwo’k (IEEE 202.11) PD'iCiElz %] User Account Control: Virtualize file and registry write failures to per-user locations Not Defined
< m >

5. Configure the following policies:
- User Account Control> Elevation Prompt Behavior for Administrators in Administrator Approval
Mode: Elevation without Prompt.

Security Policy Setting | Explain
User Account Control: Behavior of the elevation prompt for
= administrators in Admin Approval Mode
[ Define this policy setting
‘ Blevate without prompting v
Lok [[ comed [ oy |

- User Account Control> detect application installations and request elevation:
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Securty Policy Setting | Explain

User Account Contral: Detect application installations and prompt
= for elevation

[w] Define this policy setting:
() Enabled
(®) Disabled

(BT T A

- User Account Control> Run All Administrators in Admin Approval Mode: Disabled

Security Palicy Setting | Explain |

g User Account Control: Run all administrators in Admin Approval
= Mode

[w] Define this policy setting:
) Enabled
@® Disabled

ok || canead || ey |

Configuration details
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15s User Account Control: Admin Approval Mode for the Built-in Administrator account Mot Defined

15g| User Account Control: Allow UlAccess applications to prompt for elevation without using t... Mot Defined

15s| User Account Control: Behavior of the elevation prompt for administrators in Admin Appr... Elevate without prompting

155 User Account Control: Behavior of the elevation prompt for standard users Mot Defined
15s| User Account Control: Detect application installations and prompt for elevation Disabled
15s| User Account Control: Only elevate executables that are signed and validated Mot Defined
15s| User Account Control: Only elevate UlAccess applications that are installed in secure locati... Mot Defined
User Account Control: Run all administraters in Admin Approval Mode Disabled
15| User Account Control: Switch to the secure desktop when prompting for elevation Mot Defined
15s| User Account Control: Virtualize file and registry write failures to per-user locations Mot Defined
1 Method3
Comment

1. Run ‘gpmc.msc"

2. Create a new Group Policy Object, example "&B€alAccountTokenFilterPolicy”

=2 Group Policy Management = |[EI]] 2
2L File Action View Window Help []a]x
= 7 8| E e B
5 Group Policy Management monitorpack.local
4 A F?rest: mt_mitorpack.local Status | Linked Group Policy Objects I Group Policy Inheritance | Delegation
4 (54 Domains
4 'iﬂ Tonrtorpack.loca.l i Thiz page shows the status of Active Directory and SYSVOL replication for this domain as it relates to Group
IE_EJ Default Domain Policy Palicy.
IE=EJ Disable UAC
p 2] Domain Controllers
b 5 Group Policy Objects Status Details
b [ WMIFilters & pg| Neme
b :‘E Starter GPOs |GPO-LOCEI|MCOLIHTTOKEHF]HEFPO"CY
I (i3 Sites
é_:ﬁ Group Policy Modeling Mo Infrastructu Source Starter GPO:
[ Group Policy Results Click the Detecd |{r10ne)

domain.

3. Link "GP&ocalAccountTokenFilterPolicy" to your Organization Unit.
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5 File  Action View Window Help - || *
= #E Xa B
&, Group Policy Management GPO-LocalAccountTokenFilterPolicy
4 A Forest: m(.mrtorpack.local Scope | Details I Setti | Delegation |
4 [Z4 Domains
. Links
4 32 monitorpack.local ] o )
IfE.T Default Domain Palicy Display links in this location: |mor1'rtcrpack.local ¥
1 Disable UAC The following sites, domains, and OlUs are linked to this GPO:

EI' GPO-LocaI.AccountTokenFiIlelPoIicy|

- Location - Enforced Link Enabled Path
I 2] Domain Controllers
. . ﬁ montorpack local No Yes monitorpack local
I (5 Group Policy Objects
I+ @ WHMI Filters | (I m | | y |
I L’,ﬂ Starter GPOs .
b [ Sites Security Filtering

fﬂ Group Policy Modeling
E@ Group Policy Results

The settings in this GPO can only apply to the following groups, users, and computers:

-

Name
B2 Authenticated Users

| Add... | | Remove | | Properties

WMI Flering

™M~

4. EditdGPO[ 2 OF £ ! OO02dzyi¢ 21 SYCAf GSNx 2t A0e@
5. Computer Configuratios» Preferences> Windows Settings> Registry
6. Create a new registry key, as shown below

Key Path: HKEY_ LOCAL_MACHINESOFTWAREMicrosoftWindowsCurrentVersionPoliciesSystem

=f Group Policy Management Editor =

File Action View Help

e 2z o/=6:= B
tEI GPO-LocalAccountTokenFilterPolicy [DSBAFEA_D)
4 i Computer Configuration
b [ Policies
a4 ] Preferences m
4 1 Windows Settings
Environment
!i;h"? Files Action: |Creahe V|
(25 Folders
Ini Files X
o Registry Hive: |HKEY_LOC.N._MACHINE v|
@ Metwork Shares Key Path: | SDFFWAFLE\M|crosoﬂ\W|ndows\Current\c'ers|o| lzl
[#] Shortcuts
I (7] Control Panel Settings Value name
4 i, User Configuration [] pefault | LocalAccountTokenFilterPolicy
b ] Policies
b ] Preferences Description
No policies selected Value type: |R‘EG—DWOR‘D
Value data: | 1
Base
() Hexadecimal
®) Decimal
| < | mn | | ¥ | \ Preferences
Registry

7. Apply, OK.
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=+ Registry

Mame

Order Action Hive Key Value Mame Type
LocalAccountTokenFilterPolicy

Processing 1 Create HKEY_LOCAL_MAC... SOFTWARE\Microsoft\Wi.. LocalAccount.. REG_DWORD

Description

No palicies selected

8. Open Command Prompt and type "gpupdate / force" to update immediately
8.4 Allow WMI requests from the MonitorPack machine

The following procedure requires knowledge of the use of users, Active Directory computers, and
Group Policy administrative tools

What

GPOs must alle the IP address of the machi{® an which MonitorPack Guaranhd/or MonitorPack
Asset are installed) in the Active Directory forest

Why

Microsoft security allows the WMI request only from computers that are expressly declared with the
"Allow Inbound Remote Administration Exception” rights.

How

1. Ensure that th&Vindows service account (svc_monitorpack) used on the Windows MonitorPack
Guard machine has local administrator rights on the target machines to be monitored.

2. Allow remote administration on target computers as follows:

You can use the Group PolicytBd{Gpedit.msc) to enable Windows Firewall:

With the Group Policy Editor, use the following steps in the Group Policy Editor (gpedit.msc) to
enable "Allow remote inbound administration" on target computers
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With GPMC

GPMC can be installed from Windows\@e 2003 or Windows XP Professional and higher.
Run GPMC with an account that has sufficient rights to modify the GPOs

A - Under the Local Computer Policy heading, dotdhiek Computer Configuration.

B- Doubleclick Administrative Templates, Network, erk Connections, and then Windows

Firewall.

C- If the computer is in the domain, doubtdick Domain Profile.
D - Click Windows Firewall: "Allow Inbound Remote Administration Exception”.
E- In the Action menu, select Properties.
F- Click Enable, spdgithe IP address of the MonitorPack Guard machine (s), and click OK.
G- To update the GPO, use the "Gpupdate / Force" command

= Group Policy Management = [[=] 2
5 File  Action View Window Help []=]=
= 2@ X B
|5 Group Policy Management Default Domain Policy
4 & Ferest: meniterpack.local Scope ‘Ddailg | Sdhnggl Delegation ‘
4 [Z4 Domains i
4 #2 monitorpacklocal Links
s/ Default Domain Policy Display links i this location [ monitorpack Jocal v
I 2] Domain Controllers The following sites. domains, and OUs are linked to this GPO
5 G Paolicy Object:
‘;Qﬂv\:&”ﬁﬂ;’? Jecs Location Erforced  Lnk Enabled  Path
b EE Starter GPOs ﬁmunﬂumad{]ucﬁ\ Mo Yes monitorpack Jocal
b g Sites
% Group Palicy Modeling
[ Group Policy Results
<] n >
Security Filtering

The settings in this GPO can onlfy apply to the following groups, users, and computers:

Name
82 Authenticated Users

| Add... | | Remove | | Properties |

WMI Filtering

This GPO is linked to the folowing WMI fiter

‘ <none:> v| | Open |
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We remain at gur disposal

1 Email: support@monitorpack.com

1 Onlineknowledge base heré®nline knowledge base

1 Byform: Support request
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